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REMOTE WORKING OUTSIDE THE UK STATEMENT 

This policy defines the cyber security requirements for employees, contractors, and third parties 
who access organisational systems, data, or networks while working remotely outside the United 
Kingdom.  Its purpose is to protect organisational information assets from cyber threats, data 
breaches, legal risks, and unauthorised access.   
 
This policy applies to all employees, contractors, consultants, and temporary staff, all remote work 
conducted outside the UK and all organisational data, systems, applications, and devices used for 
work purposes.  This policy will act to achieve the following: 
 

• Protect confidentiality, integrity, and availability of organisational data 

• Ensure compliance with UK data protection laws (including UK GDPR) and applicable 
international regulations 

• Reduce risks associated with foreign networks, devices, and jurisdictions 

• Define acceptable and secure remote working practices 
 
Remote access activity may be logged and monitored for security, compliance, and operational 
purposes. Users should have no expectation of privacy when using organisational systems. 
 

Roles & Responsibilities: 
Remote workers must: 

• Comply fully with this policy and all other security policies 

• Use only approved devices, software, and services 

• Immediately report security incidents or suspected breaches 

• Protect devices and credentials from loss, theft, or misuse 

• Prevent unauthorised individuals from viewing screens or documents 

• Use privacy screens where appropriate 

• Secure devices when not in use 

• Never leave devices unattended in public places 
 
Management is responsible for approving remote work outside the UK, ensuring risk assessments 
are completed where required and enforcing compliance with this policy. 
 
The IT or security team is responsible for: 

• Providing secure access solutions (e.g. VPN, MFA) 

• Monitoring remote access activity 

• Maintaining security controls and incident response procedures 
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Approved Remote Working Locations 
• Remote working outside the UK must be approved in advance 
• Certain countries may be restricted due to: 

➢ High cyber risk 
➢ Sanctions or legal restrictions 
➢ Data protection or surveillance laws 

• Employees must notify the organisation of: 
➢ Country of work 
➢ Duration of stay 
➢ Any changes to location 

Approved Devices 
Only organisation-issued or explicitly approved devices may be used and personal devices are 
prohibited unless formally authorised and secured. 
 
All devices must: 

• Use full disk encryption 

• Have up-to-date operating systems and security patches 

• Run approved anti-malware and endpoint protection 

• Automatically lock after a period of inactivity 

• Be protected by strong passwords or biometric authentication 

 
Secure Connections 
All remote access must use an organisation-approved VPN.  VPN must be enabled at all times when 
accessing organisational systems.  Split tunnelling must be disabled unless approved.  Public or 
unsecured Wi-Fi (e.g. cafés, airports) must not be used unless a VPN is active and the Use of shared 
or unknown networks is strongly discouraged. 
 

Authentication and Access Control 
 

• Multi-factor authentication (MFA) is mandatory for all remote access 

• Users must not share passwords or credentials or store passwords in plain text 

• Access is granted on a least-privilege basis 

 
Data Protection & Handling 
- Sensitive, confidential, or personal data must be handled according to organisational data 
classification policies 
-Organisational data must not be stored: 

➢ On local hard drives 
➢ On removable media (USBs) unless encrypted and approved 
➢ On personal cloud storage (e.g. personal Google Drive, Dropbox) 

- All data transfers must use encrypted channels 
- Transferring data to foreign systems or third parties without approval is prohibited 
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Legal and Regulatory Compliance 
 
Employees must comply with UK GDPR and Data Protection Act 2018 and any local data protection 
and cyber security laws in the host country.  If local laws conflict with UK requirements, the issue 
must be escalated immediately 
 
All suspected or actual security incidents must be reported immediately, including: Lost or stolen 
devices, Phishing attempts, Malware infections, Unauthorised access, Data loss or exposure and 
reports should be made to the IT or Information Security team without delay. 
 
Failure to comply with this policy may result in suspension of remote access, disciplinary action, 
termination of contract or employment and/or legal or regulatory consequences. 

 

Signed:     Managing Director   Date: 16.01.2026 

 


